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PART I: BACKGROUND AND ACTIONS
WHAT IS DATA PROTECTION LAW?
Data protection law gives people the right to control how their “personal information”1 is used.
When Novo Nordisk collects and uses the personal information of its employees, contractors,
business contacts and other third parties this is covered and regulated by data protection law.
HOW DOES DATA PROTECTION LAW AFFECT NOVO NORDISK INTERNATIONALLY?
Data protection law does not allow the transfer of personal information to countries outside
Europe2 that do not ensure an adequate level of data protection. Some of the countries in
which Novo Nordisk operates are not regarded by European data protection authorities as
providing an adequate level of protection for individuals’ data privacy rights.
WHAT IS NOVO NORDISK DOING ABOUT IT?
To avoid breaking the law Novo Nordisk must take proper steps to ensure that its use of
personal information on an international basis is safe and, hence, lawful. The purpose of this
Policy, therefore, is to set out a framework to satisfy the standards contained in European data
protection law and, as a result, provide an adequate level of protection for all personal
information used and collected in Europe and transferred from the Novo Nordisk entities within
Europe to Novo Nordisk entities outside Europe.
Although the legal obligations under European law apply only to personal information used and
collected in Europe, Novo Nordisk will apply this Policy globally, and in all cases where Novo
Nordisk processes personal information both manually and by automatic means and whether
the personal information relates to Novo Nordisk’s employees, contractors, business contacts
or other third parties.3
Central to this Policy are 15 Rules based on, and interpreted in accordance with, relevant
European data protection standards that must be followed by each employee or contractor
when handling personal information. All Novo Nordisk entities are legally bound to comply
with this Policy.
WHAT DOES THIS MEAN IN PRACTICE FOR PERSONAL INFORMATION COLLECTED
AND USED IN THE EEA (European Economic Area)?
European data protection law states that Novo Nordisk’s employees, contractors, business
contacts and other third parties whose personal information is used and/or collected in Europe
and transferred to Novo Nordisk entities outside Europe must be able to benefit from certain
rights to enforce the Rules set out in this Policy and these individuals will have the right to:

1

seek enforcement of compliance with this Policy, including its appendices;

Personal information means any information relating to an identified or identifiable natural person in line with the definition of
“personal data” in Directive 95/46/EC.
For the purpose of this Policy reference to Europe means the EEA and Switzerland
3
Processing in European data protection law means any set of operations performed upon personal information whether or not by
automatic means. This is interpreted widely to include collecting, storing, organising, destroying, amending, consulting, destroying and
disclosure of the personal information.
2



lodge a complaint with a European data protection authority of competent jurisdiction
and/or to take action against the Novo Nordisk entity established in Europe and responsible
for exporting the personal information in the courts of the jurisdiction in which that Novo
Nordisk entity established in order to enforce compliance with this Policy, including its
appendices;



make complaints to a Novo Nordisk entity established in Europe in accordance with the
Complaint Handling Procedure, seek appropriate redress from the Novo Nordisk entity
established in Europe and responsible for exporting the information, including the remedy
of any breach of the Policy by any Novo Nordisk entity outside Europe and, where
appropriate, receive compensation from the Novo Nordisk entity established in Europe and
responsible for exporting the personal information for any damage suffered as a result of a
breach of this Policy by Novo Nordisk in accordance with the determination of a court or
other competent authority;



obtain a copy of this Policy, the unilateral declaration made by Novo Nordisk A/S in
connection with this Policy and the Third Party Beneficiary Rights.

In the event of a claim being made in which an individual has suffered damage where that
individual can demonstrate that it is likely that the damage has occurred because of a breach
of the Policy, Novo Nordisk has agreed that the burden of proof to show that a Novo Nordisk
entity outside Europe is not responsible for the breach, or that no such breach took place, will
rest with the Novo Nordisk entity responsible for exporting the personal information to that
entity outside Europe.
Novo Nordisk A/S has a system in place to oversee and ensure compliance with all aspects
of this Policy. The governance of the Policy is the responsibility of a corporate compliance
support function reporting to the General Counsel. The corporate compliance support function
is supported by local lawyers at regional and country level who are responsible for overseeing
and ensuring compliance with this Policy on a day-to-day basis.
FURTHER INFORMATION
If you have any questions regarding the provisions of this Policy, your rights under this Policy
or any other data protection issues you may contact Novo Nordisk’s corporate compliance
support function that will either deal with the matter or forward it to the appropriate person or
department within Novo Nordisk at the following address:
Compliance Support: Malene Grønvald
Tel.: +45 44421705
e-mail: malg@novonordisk.com
address: Novo Nordisk A/S
Novo Alle,
DK-2880 Bagsværd
The corporate compliance support function is responsible for ensuring that changes to this
Policy are notified to the Novo Nordisk entities and to individuals whose personal information is
processed by Novo Nordisk.

PART II: THE RULES
The Rules are divided into two sections. Section A addresses the basic principles of European
data protection law Novo Nordisk must observe when Novo Nordisk collects and uses personal
information.
Section B deals with the practical commitments made by Novo Nordisk to the European data
protection authorities in connection with this Policy.
Section A
RULE 1 – COMPLIANCE WITH LOCAL LAW

Rule 1 – Novo Nordisk will first and foremost comply with local law where it exists.
As an organisation, Novo Nordisk will always comply with any applicable legislation relating to
personal data (e.g. in Denmark, the Danish Act on Processing of Personal Data No.429 of 31
May 2000) and will ensure that where personal information is collected and used this is done
in accordance with the local law.
Where there is no law or the law does not meet the standards set out by the Rules in this
Policy, Novo Nordisk’s position will be to process personal information adhering to the Rules in
this Policy.
RULE 2 – ENSURING TRANSPARENCY AND USING PERSONAL INFORMATION FOR A
KNOWN PURPOSE ONLY
Rule 2A – Novo Nordisk will explain to individuals, at the time their
personal information is collected, how that information will be used.
Novo Nordisk will ensure that individuals are always told in a clear and comprehensive way
(usually by means of a fair processing statement) about the uses and disclosures made of
their information (including the secondary uses and disclosures of the information) when such
information is obtained or, if not practicable to do so at the point of collection, as soon as
possible after that, unless there is a legitimate basis for not doing so, for example; where it is
necessary to safeguard national security or defence, for the prevention or detection of crime,
taxation purposes, legal proceedings or where otherwise permitted by law.
Rule 2B – Novo Nordisk will only obtain and use personal information for
those purposes which are known to the individual or which are within
their expectations and are relevant to Novo Nordisk.
This rule means that Novo Nordisk will identify and make known the purposes for which
personal information will be used (including the secondary uses and disclosures of the
information) when such information is obtained or, if not practicable to do so at the point of
collection, as soon as possible after that, unless there is a legitimate basis for not doing so as
described in Rule 2A
Rule 2C – Novo Nordisk will only change the purpose for which personal

information is used if Novo Nordisk make people aware of such change
or it is within their expectations and they can express their concerns.
If Novo Nordisk collects personal information for a specific purpose (as communicated to the
individual via the relevant fair processing statement) and subsequently Novo Nordisk wishes to
use the information for a different or new purpose, the relevant individuals will be made aware
of such a change unless there is a legitimate basis for not doing so as described in Rule 2A
above. In certain cases, the individual’s consent to the new uses or disclosures will be
necessary.
RULE 3 – ENSURING DATA QUALITY
Rule 3A – Novo Nordisk will keep personal information accurate and up
to date.
The main way of ensuring that personal information is kept accurate and up to date is by
actively encouraging individuals to inform Novo Nordisk when their personal information
changes.
Rule 3B – Novo Nordisk will only keep personal information for as long as
is necessary.
Novo Nordisk will comply with the Novo Nordisk Procedure for Document and Record Retention
Management (as amended from time to time) which sets out a set of general requirements for
documents and records applicable globally throughout Novo Nordisk.
Rule 3C – Novo Nordisk will only keep personal information which is
adequate relevant and not excessive.
Novo Nordisk will identify the minimum amount of personal information that is required in
order properly to fulfil its purpose.
RULE 4 – TAKING APPROPRIATE SECURITY MEASURES
Rule 4A – Novo Nordisk will always adhere to its IT Security Policies.
Novo Nordisk will comply with the requirements in the Computer Systems Standardisation and
Security Procedure as revised and updated from time to time together with any other security
procedures relevant to a business area or function.
Rule 4B – Novo Nordisk will ensure that providers of services to Novo
Nordisk also adopt appropriate and equivalent security measures.
European law expressly requires that where a provider of a service to any of the Novo Nordisk
entities has access to customers’, contractors, business contacts or employees’ personal
information (e.g. a payroll provider), strict contractual obligations dealing with the security of
that information are imposed to ensure that such service providers act only on Novo Nordisk’s
instructions when using that information and that they have in place proportionate technical
and organisational security measures to safeguard the personal information.
Rule 4C- Where Novo Nordisk entities process personal information on
behalf of other Novo Nordisk entities those entities will adhere to Rule
4A and act only on the instructions of the Novo Nordisk entity on whose
behalf the processing is carried out.
Where a service provider is a Novo Nordisk entity processing personal information on behalf of
another Novo Nordisk entity the Novo Nordisk service provider must act only on the written
instructions of the Novo Nordisk entity on whose behalf the processing is carried out and

ensure that it has in place proportionate technical and organisational security measures to
safeguard the personal information.
RULE 5 – HONOURING INDIVIDUALS’ RIGHTS
Rule 5A – Novo Nordisk will adhere to the Subject Access Procedure and
will be receptive to any queries or requests made by individuals in
connection with their personal information.
Individuals are entitled (by making a written request to Novo Nordisk) to be supplied with a
copy of any personal information held about them (including both electronic and paper
records). Novo Nordisk will follow the steps set out in the Subject Access Procedure (see
Appendix 1) when dealing with subject access requests.
Rule 5B – Novo Nordisk will deal with requests to delete, rectify or block
inaccurate personal information or to cease processing personal
information in accordance with the Subject Access Procedure.
Individuals are entitled to rectification, deletion or blocking, as appropriate, of personal
information which is shown to be inaccurate and, in certain circumstances, to object to the
processing of their personal information. Novo Nordisk will follow the steps set out in the
Subject Access Procedure (see Appendix 1) in such circumstances.
RULE 6 – ENSURING ADEQUATE PROTECTION FOR OVERSEAS TRANSFERS
Rule 6 – Novo Nordisk will not transfer personal information to third
parties outside Novo Nordisk without ensuring adequate protection for
the information in accordance with the standards set out by this Policy.
In principle, international transfers of personal information to third parties outside the Novo
Nordisk entities are not allowed without appropriate steps being taken; for example,
contractual clauses (such as the EU standard contractual clauses) which will protect the
personal information being transferred.
RULE 7 – SAFEGUARDING THE USE OF SENSITIVE PERSONAL INFORMATION
Rule 7A – Novo Nordisk will only use sensitive personal information if it
is absolutely necessary to use it.
Sensitive personal information is information relating to an individual’s racial or ethnic origin,
political opinions, religious or other beliefs, trade union membership, health, sex life and
criminal convictions. Novo Nordisk will assess whether sensitive personal information is
required for the proposed use and when it is absolutely necessary in the context of the
business.
Rule 7B – Novo Nordisk will only use sensitive personal information
where the individual’s express consent has been obtained unless Novo
Nordisk has a legitimate basis for doing so
In principle, individuals must expressly agree to the collection and use of sensitive personal
information by Novo Nordisk unless Novo Nordisk has a legitimate basis for doing so. This
permission to use sensitive personal information by Novo Nordisk must be genuine and freely
given.

RULE8 – LEGITIMISING DIRECT MARKETING
Rule 8A – Novo Nordisk will allow customers to opt out of receiving
marketing information.
One of the data protection rights that individuals have is the right to object to the use of their
personal information for direct marketing purposes and Novo Nordisk will honour all such opt
out requests.
Rule 8B – Novo Nordisk will suppress from marketing initiatives the
personal information of individuals who have opted out of receiving
marketing information.
Novo Nordisk will take all necessary steps to prevent the sending of marketing materials to
individuals who have opted out.
RULE 9 – AUTOMATED INDIVIDUAL DECISIONS
Rule 9 - Where decisions are made by automated means, individuals will
have the right to know the logic involved in the decision and Novo
Nordisk will take necessary measures to protect the legitimate interests
of individuals.
There are particular requirements in place under European data protection law to ensure that
no evaluation of, or decision about, a data subject which significantly affects them can be
based solely on the automated processing of personal information unless measures are taken
to protect the legitimate interests of individuals.
SECTION B
RULE 10 – TRAINING
Rule 10 – Novo Nordisk will provide appropriate training to employees
who have permanent or regular access to personal information, who are
involved in the collection of personal information or in the development
of tools used to process personal information.
RULE 11 – AUDIT
Rule 11 – Novo Nordisk will comply with the Data Protection Binding
Corporate Rules Policy Audit Protocol set out in Appendix 2.
RULE 12 – COMPLAINT HANDLING
Rule 12 - Novo Nordisk will comply with the Data Protection Binding
Corporate Rules Policy Complaint Handling Procedure set out in Appendix
3
RULE 13 – COOPERATION WITH DATA PROTECTION AUTHORITIES
Rule 13 – Novo Nordisk will comply with the Data Protection Binding
Corporate Rules Policy Co-operation Procedure set out in Appendix 4.

RULE 14 – UPDATE OF THE RULES
Rule 14 – Novo Nordisk will comply with the Data Protection Binding
Corporate Rules Policy Updating Procedure set out in Appendix 5.
RULE 15 – ACTIONS IN CASE OF NATIONAL LEGISLATION PREVENTING RESPECT FOR
THE POLICY
Rule 15A – Novo Nordisk will ensure that where it has reason to believe
that the legislation applicable to it prevents it from fulfilling its
obligations under the Policy and which has a substantial effect on its
ability to comply with the Policy, Novo Nordisk will promptly inform the
chief privacy officer unless otherwise prohibited by a law enforcement
authority.

Rule 15B – Novo Nordisk will ensure that where there is a conflict
between the national law and this Policy the chief privacy officer will
make a responsible decision on the action to take and will consult the
data protection authority with competent jurisdiction in case of doubt.

PART III – APPENDICES
APPENDIX 1: SUBJECT ACCESS PROCEDURE

1.
1.1

SUBJECT ACCESS PROCEDURE
European Data Protection law gives individuals whose personal information is collected
and/or used in Europe4 the right to be informed whether any personal information
about them is being processed by an organisation. This is known as the right of subject
access.

1.2

Individuals whose personal information is collected and/or used in Europe and/or
transferred between Novo Nordisk entities under the Novo Nordisk Privacy Policy will
also benefit from the right of subject access. This Subject Access Procedure explains
how Novo Nordisk deals with a subject access request relating to such personal
information (referred to as “valid request” in this Procedure).

1.3

Where a subject access request is subject to European data protection law because it is
made in respect of personal information collected and/or used in Europe, such a request
will be dealt with by Novo Nordisk in accordance with this Procedure, but where the
applicable European data protection law differs from this Procedure, the local data
protection law will prevail.

1.4

An individual making a valid request to Novo Nordisk is entitled to:
1.4.1 Be informed whether Novo Nordisk holds and is processing personal information
about that person.
1.4.2 Be given a description of the personal information, the purposes for which they are
being held and processed and the recipients or classes of recipient to whom the
information is, or may be, disclosed by Novo Nordisk.
1.4.3 Communication in intelligible form of the personal information held by Novo Nordisk

1.5

The request must be made in writing, which can include email5 .

1.6

Under normal circumstances no fee will be applied

4

In this policy Europe means the EEA plus Switzerland
Unless the local data protection law provides that an oral request may be made, in which case Novo Nordisk will record the request
and provide a copy to the individual making the request before dealing with it.
5

1.7

Novo Nordisk must respond to a valid request within [20] working days of receipt of
that request.

1.8

Novo Nordisk may ask for such information which it may reasonably require in order to
confirm the identity of the individual making the request and to locate the information
which that person seeks.

2.
2.1

PROCEDURE
Receipt of a Subject Access Request

2.1.1 If any employee or subcontractor of Novo Nordisk receives any request from an
individual for their personal information, they must pass the communication to the
local legal and compliance unit immediately upon receipt indicating the date on
which it was received together with any other information which may assist the local
legal and compliance officer to deal with the request.
2.1.2 The request does not have to be official or mention data protection law to qualify as
a subject access request.
2.2

Initial Steps
2.2.1 The local legal and compliance officer will make an initial assessment of the request
to decide whether it is a valid request and whether confirmation of identity, or any
further information, is required.
2.2.2 The local legal and compliance officer will then contact the individual in writing to
confirm receipt of the subject access request, seek confirmation of identity or
further information, if required, or decline the request if one of the exemptions to
subject access applies.

2.3

Exemptions to subject access
2.3.1 A valid request may be refused on the following grounds;
(a)

Where the subject access request is made to a European Novo Nordisk entity
and relates to the use or collection of personal information by that entity, if the
refusal to provide the information is consistent with the data protection law
within that jurisdiction, or;

(b)

Where the subject access request does not fall within 2.3.1(a) and;

(i)

if, in the opinion of Novo Nordisk it is necessary to do so to safeguard
the legitimate business interests of Novo Nordisk, national or public
security,

defence,

the

prevention,

investigation,

detection

and

prosecution of criminal offences, for the protection of the data subject
or of the rights and freedoms of others; or
(ii)

if the personal information held by Novo Nordisk is processed by or on
behalf of Novo Nordisk solely for scientific purposes or are kept as
personal information for a period which does not exceed the period
necessary for the sole purpose of creating statistics; or

(iii)

if the personal information is held by Novo Nordisk in non-automated
form and is not or will not become part of a filing system.

2.4

The Search and the Response
2.4.1 The local privacy compliance officer will arrange a search of all relevant electronic
and paper filing systems.
2.4.2 The local legal and compliance officer may refer any complex cases to the Chief
privacy officer for advice, particularly where the request includes information
relating to third parties or where the release of personal information may prejudice
commercial confidentiality or legal proceedings.
2.4.3 The information requested will be collated by the local legal and compliance officer
into a readily understandable format (internal codes or identification numbers used
at Novo Nordisk that correspond to personal data shall be translated before being
disclosed). A covering letter will be prepared by the local legal and compliance
officer which includes information required to be provided in response to a subject
access request.
2.4.4 Where the provision of the information in permanent form is not possible or would
involve disproportionate effort there is no obligation to provide a copy of the
information. The other information referred to in 1.2 above must still be provided.
In such circumstances the individual may be offered the opportunity to have access
to the information by inspection or to receive the information in another form.

2.5

Requests for deletion, rectification or blocking of personal information

2.5.1 If a request is received for the deletion, rectification or blocking of that individual’s
personal information, such a request must be considered and dealt with as
appropriate by the local legal and compliance officer.
2.5.2 If a request is received advising of a change in that individual’s personal information,
such information must be rectified or updated accordingly if Novo Nordisk is
satisfied that there is a legitimate basis for doing so
2.5.3 If the request is to cease processing that individuals’ personal information because
the rights and freedoms of the individual are prejudiced by virtue of such processing
by Novo Nordisk, or on the basis of other compelling legitimate grounds, the matter
will be referred by the local legal and compliance officer to the Chief privacy officer
to assess. Where the processing undertaken by Novo Nordisk is required by law, the
request will not be regarded as valid.
2.6

All queries relating to this policy are to be addressed to the local legal and compliance
officer.

APPENDIX 2: AUDIT PROTOCOL
1.

Background
The purpose of the Privacy Policy is to safeguard personal information transferred
between the Novo Nordisk entities. The Policy requires approval from the data
protection authorities in the European member states from which the personal
information is transferred. One of the requirements of the data protection authorities is
that Novo Nordisk audits compliance with the Policy and satisfies certain conditions in
so doing and this document describes how Novo Nordisk deals with such requirements.

2.

Approach

2.1

Scope of audit
Novo Nordisk’s Audit Functions will be responsible for performing the audits (although
from time to time Novo Nordisk may appoint third party auditors to carry out the audits
on its behalf in accordance with clause 2.4 below)

and will ensure that such audits

address all aspects of the Policy, including all IT systems, databases, security policies,
training, privacy policies and contractual provisions in place within Novo Nordisk in
respect of the Policy.

2.2

Responsibility for compliance
Novo Nordisk’s Audit Functions will be responsible for ensuring that any issues or
instances of non-compliance are brought to the attention of Novo Nordisk’s Executive
Management which is committed to ensuring that any corrective actions take place as
soon as is reasonably possible.

2.3

Timing
Audit of the Policy will take place annually or within a shorter timescale at the
instigation of Novo Nordisk’s Audit Functions. The scope of the audit performed annually
will be decided by Novo Nordisk’s Audit Functions based on a risk and materiality
assessment which will be updated annually.

2.4

Auditors
Audit of the Policy will be undertaken by Novo Nordisk’s Audit Functions but reliance on
work performed by other accredited internal/external auditors may be determined by
Novo Nordisk’s Audit Functions. Novo Nordisk’s Audit Functions will manage and provide
quality assurance of audit work performed by others.

2.5

Report
Novo Nordisk has agreed to provide copies of the results of any audit of the Policy to a
European data protection authority of competent jurisdiction upon request subject to
applicable law and respect for the confidentiality and trade secrets of the information
provided. Novo Nordisk’s Audit Functions will be responsible for liaising with the
European data protection authorities for this purpose. In addition, Novo Nordisk has
agreed that in data protection authorities may audit the Novo Nordisk entities for the
purpose of reviewing compliance with the Policy in accordance with the provisions of
clause 5 of the Co-operation Procedure6. Novo Nordisk’s Audit Functions will also be
responsible for liaising with the European data protection authorities for this purpose.

APPENDIX 3: COMPLAINT HANDLING PROCEDURE

6

Clause 5 states that “Where any Novo Nordisk entity is located within the jurisdiction of a data protection authority based in Europe,
Novo Nordisk agrees that that data protection authority may audit that Novo Nordisk entity for the purpose of reviewing compliance
with the Policy, in accordance with the applicable law of the country in which the Novo Nordisk entity is located, or, in the case of a
Novo Nordisk entity located outside Europe, in accordance with the applicable law of the European country from which the personal
information is transferred under the Policy, on giving reasonable prior notice and during business hours, with full respect to the
confidentiality of the information obtained and to the trade secrets of Novo Nordisk”.

Complaint Handling Procedure
Background
The Privacy Policy safeguards personal information transferred between the Novo Nordisk
entities. The content of the Policy is determined by the data protection authorities in the
European member states from which the personal information is transferred and one of their
requirements is that Novo Nordisk must have a complaint handling procedure in place. The
purpose of this procedure is to explain how complaints brought by an individual whose
personal information is processed by Novo Nordisk under the Policy are dealt with.
How individuals can bring complaints:
Individuals can bring complaints in writing by contacting their local Novo Nordisk legal and
compliance unit. Complaints may also be addressed to the chief privacy officer,
stj@novonordisk.com.
Who handles complaints?
The local Novo Nordisk legal and compliance unit will handle all complaints arising under the
Policy. The local Novo Nordisk legal and compliance unit will liaise with colleagues from
relevant business and support units as appropriate to deal with complaints.
What is the response time?
Unless exceptional circumstances apply, the local Novo Nordisk legal and compliance unit will
acknowledge receipt of a complaint to the individual concerned within 5 working days,
investigating and making a substantive response within one month. If, due to the complexity
of the complaint, a substantive response cannot be given within this period, the local Novo
Nordisk legal and compliance unit will advise the complainant accordingly and provide a
reasonable estimate (not exceeding six months) for the timescale within which a response will
be provided.
When a complainant disputes a finding
If the complainant disputes the response of the local Novo Nordisk legal and compliance unit or
any aspect of a finding and notifies the local Novo Nordisk legal and compliance unit
accordingly, the matter will be referred to the Chief privacy officer in Novo Nordisk who will
review the case and advise the complainant of his or her decision either to accept the original
finding or to substitute a new finding. The chief privacy officer will respond to the complainant
within six months of the referral. As part of the review the Novo Nordisk chief privacy officer
may arrange to meet the parties in an attempt to resolve the complaint.
If the complaint is upheld, the Novo Nordisk chief privacy officer will arrange for any necessary
steps to be taken as a consequence.
Certain individuals whose personal information is collected and/or used and in accordance with
European data protection law have rights under the Policy to complain to a European data
protection authority and/or to lodge an application with a court of competent jurisdiction if
they are not satisfied with the way in which the complaint has been resolved. Individuals
entitled to such rights will be notified accordingly as part of the complaints handling procedure.

APPENDIX 4: CO-OPERATION PROCEDURE

Co-operation Procedure
1

This Co-operation Procedure sets out the way in which Novo Nordisk will cooperate with the European7data protection authorities in relation to the Novo
Nordisk Privacy Policy.

2. Where required, Novo Nordisk will make the necessary personnel available for dialogue with
a European data protection authority in relation to the Policy.
3.

Novo Nordisk will actively review and consider:



any decisions made by relevant European data protection authorities on any
data protection law issues that may affect the Policy; and



the views of the Article 29 Working Party as outlined in its published guidance on
Binding Corporate Rules.

4.

Novo Nordisk will provide upon request copies of the results of any audit of the Policy to
a European data protection authority of competent jurisdiction subject to applicable law
and respect for the confidentiality and trade secrets of the information provided.

5.

Where any Novo Nordisk entity is located within the jurisdiction of a data protection
authority based in Europe, Novo Nordisk agrees that that data protection authority may
audit that Novo Nordisk entity for the purpose of reviewing compliance with the Policy,
in accordance with the applicable law of the country in which the Novo Nordisk entity is
located, or, in the case of a Novo Nordisk entity located outside Europe, in accordance
with the applicable law of the European country from which the personal information is
transferred under the Policy, on giving reasonable prior notice and during business
hours, with full respect to the confidentiality of the information obtained and to the
trade secrets of Novo Nordisk.

6.

Novo Nordisk agrees to abide by a formal decision of the applicable data protection
authority which is final and against which no further appeal is possible on any issues
related to the interpretation and application of the Policy.

7

References to Europe for the purposes of this document includes the EEA and Switzerland

APPENDIX 5: UPDATING PROCEDURE
Updating Procedure
1.

The Updating Procedure sets out the way in which Novo Nordisk will communicate
changes to the Novo Nordisk Privacy Policy to the European8 data protection
authorities, data subjects and to the Novo Nordisk entities bound by the Policy.

2.

Novo Nordisk will communicate any material changes to the Policy to the Datatilsynet
and any other relevant European data protection authorities at least once a year.
However, Novo Nordisk does not expect to have to communicate changes to the BCR
which are administrative in nature or which have occurred as a result of a change of
applicable data protection law in any European country, through any legislative, court
or supervisory authority measure unless they result in a substantive change to the BCR.
Novo Nordisk will also provide a brief explanation of the reasons for any notified
changes to the Policy.

3.

Novo Nordisk will communicate any changes to the Policy to the Novo Nordisk entities
bound by the Policy and to the data subjects who benefit from the Policy. The Policy
contains a change log which sets out the date the Policy is revised and the details of
any revisions made.

4.

By way of delegated authority from the General Counsel, the appointed officer will
maintain an up to date list of the Novo Nordisk entities and ensure that all new Novo
Nordisk entities are bound by the Policy before a transfer of personal information to
them takes place. Novo Nordisk will communicate any substantial changes to the list of
Novo Nordisk entities once a year. Otherwise, Novo Nordisk will communicate an up to
date list of entities to the Datatilsynet and any other relevant European data protection
authorities when required.

8

References to Europe for the purposes of this document includes the EEA and Switzerland

Privacy statement (related to nn.com)
Dear Visitor, at Novo Nordisk we respect and protect your privacy. This website has been
created to provide information about our company, products and services. This privacy policy
describes how and why we collect information about you as a user. This privacy statement
applies only to information gathered on this site. We strongly encourage you to read the
privacy statements of every site you visit that gathers personally identifiable information.

1. Why we gather information
We at Novo Nordisk strive to make a difference and improve the life of millions of people
affected by diabetes and other illnesses around the world. We use information about our
visitors to improve our products and gather vital information that could help us improve our
websites. Being an industry leader in Corporate Social Responsibility we take your privacy
seriously, and we only collect and keep information as long as we need it for a specific task.
We will never transfer or sell personally identifiable information about our visitors to a third
party unless we explicitly state so at the time of collection, or ask for your permission before
doing so.

2. Two types of information
Some information we ask you for directly, but other information is collected automatically. All
information collected automatically is stored in an aggregate form and can not be used to
identify you as a specific individual. To provide additional functionality on our websites, answer
your enquiries, and improve our products, we occasionally ask you to provide us with
information that can at times be personally identifiable and sensitive.
As a result, information gathered by us can be divided into two main categories: personally
identifiable and sensitive information, and aggregated visitor statistics.

We do not link aggregated visitor statistics with personally identifiable and sensitive
information.

Aggregated visitor statistics
When you visit one of our websites, we automatically collect general information about your
computer and its location, as well as where you came from. This information can not be used
to identify you as an individual. This information is only used in aggregate form to tell us
where our visitors come from, what they look at, and where they spend the most time. This
allows us to improve our websites to create a better experience for you.
Information we gather automatically:
Your referrer (i.e. where you came from, e.g. Google)
Date and time of your visit
Your regional and language settings (to determine which country you are in)
Operating System (Windows, OS X, Linux etc.)
Browser & Browser Version (Internet Explorer, Firefox, Opera, Safari etc.)
Screen Resolution (1280x1024, 1024x768, etc.)
JavaScript support
Java support
Visitor ID (Provided by a cookie we place on your computer when possible, helps us measure
how many visitors return to our websites)
IP address (Your computers address on the internet)
The title of the page you are viewing
The URL of the page you are viewing

Personally identifiable information
At times, we need to collect more personal information about you. Some of our websites might
require you to register in order to log in, in which case you will be required to provide personal
information about yourself to us. We might also collect your name and email address to enter
you into a prize draw for a survey that you fill out on our site. We might ask you for
information such as your age and occupation to better understand our visitors, and to improve
your visitor experience. Typically, the information we ask for includes some of the following,
but this list is not exhaustive:
Contact details, such as your name and e-mail/ postal address
Basic information about you, such as age and gender
Health and Treatment data
Other information may also be asked, when relevant, and could include information about
lifestyle or the household you live in as these impact aspects of managing medical conditions.
In any case, whenever we ask you for any personally information that can be used to identify
you as an individual, we will always provide an explanation as to why we gather the
information, how we gather it, how we store it, and how we plan on treating and using it.

We will only gather this information if you specifically agree to ‘opt-in’, i.e. you explicitly give
us your consent to collect this information from you. We will not gather any personally
identifiable information from you unless you specifically agree to provide it to us.
We will only gather and store personally identifiable information for the purpose stated during
the gathering process. When we finish processing your information for the stated purpose, we
will erase and destroy it to ensure your privacy.
There is always a lot of information that a company can ask you for, but Novo Nordisk will only
ask for information where there is a clear and necessary need for that information, which is
clearly and adequately explained to you. You will always have a choice as to what information
you provide. Also, you can write to us and ask for a summary of information we have that
relates to you or, if the site does not provide the opportunity for you to directly edit
information you provided, contact us to have information deleted or modified. How we gather
information

3. How we gather information
There are three main ways in which we gather information. They will be explained below.

Server logs
As with most other web sites, our servers keep logs over which files were downloaded, and
which computers downloaded those files. Information gathered by our servers can be analysed
and used to create aggregate visitor statistics which we use for evaluating and improving our
sites.

Javascripts
We use a javascript based visitor tracking solution called Omniture Site Catalyst developed by
Adobe. This software uses cookies on your computer together with small javascripts on our
pages that are executed every time you click somewhere on our site. We use this software for
tracking clickstream data and analysing various patterns of user behaviour, which is vital to
our understanding of our visitor's needs and interest, and our ability to improve our sites.
Aggregate visitor information is sent by your computer to secure servers owned by Adobe.
Only Novo Nordisk and Adobe are allowed to access this data. Sale or transfer of any data to a
third party is strictly forbidden.

Cookies

A cookie is a small text file that is stored by us on your computer for record-keeping purposes.
Our javascript visitor tracking solution uses cookies as a way of identifying whether a visitor
that comes to our site is a new visitor, or a visitor that has been to our site before. We use
both session ID and persistent cookies to track your viewing of our site. A session cookie
expires as soon as you leave our site, while a persistent cookie stays on your computer to help
us measure the number of returning visitors to our site.
Cookies are also used by us to ensure that you don’t have to enter your password or otherwise
identify yourself more than once per visit.
You can easily remove persistent cookies from your computer by following directions written in
your browsers help documentation, you can also use your browsers help documentation to find
out how to stop your computer from accepting cookies from the websites you visit.
Blocking or erasing cookies from your computer will not affect your ability to visit or view our
site, but some functions such as surveys and tools might operate with reduced functionality or
not at all.

4. Chat Rooms and Forums
We may also use cookies in connection with our chat rooms in order to record your
preferences. These cookies may automatically store information pertaining to the last Novo
Nordisk chat room you visited, as well as certain comments that can be issued in the chat
room, in order to facilitate your experience with the chat rooms. No additional identifying
information is stored in these cookies.
You may also have the option of allowing us to use a cookie to store your username and
password on your computer for use in the chat rooms, forums and other sites, as indicated on
the particular site.
This privacy policy does not cover the information submitted by you to chat rooms and forums.
Please be aware that we can not be held responsible for anything you post in our chat rooms
or forums, and as a result can not protect you from disclosing personally identifiable
information in our forums and chat rooms. Please take additional caution regarding your
personally identifiable information when posting to forums and chatting in chat rooms. As soon
as you submit information to our forums, it will be made public, and could be very difficult, if
not impossible to remove from the internet afterwards

5. Disclosure to Third Parties
The only third party that might have access to your information is our visitor traffic tracking
vendor Adobe Omniture. We store our aggregated visitor traffic data, and survey data on their
secure servers in the United States. Adobe Omniture is strictly forbidden from transferring any
part of our data stored on their servers to any other third party.
We don’t share personally identifying or sensitive information with other third parties without
your prior explicit permission, except when required by law or official regulations. Such
information is kept within Novo Nordisk or on Adobe Omniture’s secure servers.

If we want to work with another organisation where data sharing may be considered, we will
ask your permission (and are legally obliged to do so) to share your individual information. If
you agree to this, we ensure that our partners honour this Privacy Policy.

6. Protection for Children
Protecting the privacy of children is important. Novo Nordisk does not intend to collect
personally identifiable information from children (a child is defined as being under the age of
18 without permission of the child’s parent or legal guardian. Children should submit
personally identifiable information to Novo Nordisk only with the explicit permission of their
parent or legal guardian. Where appropriate, we will instruct children not to submit personal
information. If your child has submitted personal information and you would like to request
that such information be removed, please contact webmaster@novonordisk.com.

7. Customer Questions
If you have any questions about the Novo Nordisk Privacy Policy, its implementation, the
accuracy of your personal information or the use of the information collected you may contact
us via e-mail at webmaster@novonordisk.com or you can reach us by telephone at +45
4444 8888. Ask for a person in Corporate Communications. You can also mail us at:
Novo Nordisk A/S,
Novo Allé
Att. Corporate Communications
2880 Bagsværd
Denmark

8. Changes and Updates
Novo Nordisk will keep this Privacy Policy updated. We reserve the right to change
this policy at any time. A change in internet privacy policy will be communicated here, and if
this change affects your
personal data, you will be contacted by us if you have given us your contact details and
permission to contact you.
This policy was last updated on April 2011.
Novo Nordisk owns the rights to this Privacy Policy text.

Disclaimer
Legal Disclaimers

Information purposes
The content presented on the Novo Nordisk website is presented solely for informational
purposes. The site does not provide you with advice or recommendation of any kind and
should not be relied on as the basis for any decision or action. You are advised to consult
professional advisors in the appropriate field with respect to the applicability of any particular
aspect of the contents. In particular, nothing on this website constitutes an invitation or offer
to invest or deal in Novo Nordisk securities.
Further, the site provides selected information of diseases and their treatment. Such
information is not intended as medical advice. Such information is not a substitute for the
advice of a health care professional. If you have or suspect having any health problems, you
should consult your general practitioner or other qualified health provider.
Information provided ''as is''
The information on this site is provided "as is" and Novo Nordisk makes no representations or
warranties, expressed or implied, including but not limited to the implied warranties of
merchantability, fitness for a particular purpose or non-infringement. Novo Nordisk makes no
representations or warranties of any kind as to the completeness, accuracy, timeliness,
availability, functionality and compliance with applicable laws. By using this website you accept
the risk that the information may be incomplete or inaccurate or may not meet your needs or
requirements.
Disclaimed liability
Neither Novo Nordisk nor our content providers shall be liable for any damages or injury
arising out of your access to, or inability to access, this site or from your reliance on any
information provided herein. Novo Nordisk disclaims any and all liability for direct, indirect,
incidental, consequential, punitive, and special or other damages, lost opportunities, lost profit
or any other loss or damages of any kind. This limitation includes damages or any viruses,
which may affect your computer equipment.
Links to other sites
This website contains links to other sites that are not owned or controlled by Novo Nordisk,
please be aware that we are not responsible for or have control over the privacy policies of
these sites.

This privacy statement applies only to information gathered on this site. We strongly encourage you
to read the privacy statements of every site you visit that gathers personally identifiable
information.
Sites linking to us
Novo Nordisk does not endorse web sites linking to Novo Nordisk sites. Novo Nordisk is not
responsible for content on these liked sites or for control over information that users may
choose to provide to these sites.
Alterations
Novo Nordisk reserves its right to alter, modify, substitute or delete any content of or may
restrict access to or discontinue distribution of this site at any time and at its sole discretion.
Copyright and use of content

The content of this website is the property of Novo Nordisk and is protected by copyright laws.
The trademarks, service marks, trade names, logos and product displayed on this site are
protected worldwide, and no use of any of these may be made without the prior written
consent of Novo Nordisk. You are welcome to download the content of this website, however,
only for your personal and non-commercial use. No modification or further reproduction of the
contents is permitted. The content may otherwise not be copied or used in any other manner.
Use of questions and comments
Any questions, comments, suggestions or any other communications, including any ideas,
inventions, concepts, techniques or know how you may forward to this site or otherwise to
Novo Nordisk, electronically or by any other means, are on a non-confidential basis and will
become the property of Novo Nordisk, which Novo Nordisk without restriction may use in any
fashion and for any purposes whatsoever including developing, manufacturing and/or
marketing goods or services.
Governing Law

Your access and use of this website and the contents hereof shall be governed by and
interpreted in accordance with the Laws of Denmark
Back to top

